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AML Compliance and the legal profession – Competence or Complacency?
The Money Laundering Regulations 2007 are now with us, and lay down a set of rules encompassing a greater Regulated Sector than ever before; not only in the sense of those who now have responsibilities for Anti-Money Laundering (AML) and Countering the Finance of Terrorism (CFT) for the first time, but likewise in terms of those agencies who now find themselves as supervisory authorities.  Some, like HMRC, find themselves with an increased remit, whilst others, like the Office of Fair Trading (OFT), and the governing bodies of certain professions, are, like those they are supervising, completely new to AML regulation.
There is therefore plenty of scope for error and misunderstanding across the board – in some cases the supervisors will be as much in the dark as the practitioners, a situation that will need to be remedied as soon as possible.  Dangers lie in wait for the extended Regulated Sector, dangers that, unless properly addressed, could ultimately be costly in terms of financial penalty, loss of liberty and loss of professional reputation.  These dangers, however, can be minimised with relative ease, provided that it is accepted that certain measures need to be adopted, and a certain amount of investment made.  When weighed against the potential costs of any of the above consequences, it will be time and money well spent.
The principal dangers to which I refer are the deadly twins ignorance and complacency.  By that I mean that in the former case, some firms are not fully aware of what the new regulations really mean to them and their procedures, and in the latter case, many professionals are satisfied with the systems and processes that they have cobbled together themselves.  In many cases, it seems that the temptation to believe that “this doesn’t really affect our area of work” has been succumbed to, with potentially disastrous results.

A field that is particularly vulnerable to these thought-processes is the legal profession.  Lawyers have had AML responsibilities for some time, and many are of the opinion that it is waste of their time and resources to make further investment in an area that is not going to affect them.  In their defence, especially in smaller firms, the greatest pressure is to generate income, and using fee-earners to police AML systems and procedures naturally detracts from that criterion.  The obvious answer is the employment of a specialised AML professional as the firm’s “relevant person”.  That, however, is probably completely unattainable in small/medium firms in terms of profitability.
Nevertheless, failing to address the issue properly is a recipe for disaster on a number of fronts.  Particularly susceptible on the complacency angle are larger firms that consider that their client base, because of the commercial areas in which they operate, pose no threat.  As a consequence, the Money Laundering Reporting Officer (MLRO) role may not be considered high status, and therefore devolved to a junior member of staff as an addition to his or her job description.  The consequences are not difficult to predict.  
The low status of the MLRO in this situation makes it difficult for him or her to have sufficient influence over the company decision makers in terms of policy, systems and training.  Training of staff therefore becomes low-priority, and limited to the bare essentials, probably cribbed from a web-site, and unlikely to be firm specific, which is what the risk-based approach espoused in the regulations is essentially all about.  The MLROs, being relatively junior, will be mainly concerned in maximising their fee-earning potential and status within the company, meaning that the MLRO responsibility may only receive 5% or less of the MLRO’s attention during the working week.  The Risk Based Approach is incompletely understood, management have not ‘bought into’ the ethos, and complacency reigns supreme.  The potential results of such an all too common attitude will be detailed further below.
None of this intended to depict the legal profession as in any way lax or unprofessional, and it could also apply to many other professionals subject to the regulations.  It merely serves to illustrate the impressions that have been formed from listening to the comments of lawyers at various fora, and in the course of explaining the matter to legal MLROs.  It is not a wilful ignorance of the issue, more an impression and a hope that what needs to be done has been done.  Hence the complacency and the potential dangers.

So how does this attitude manifest itself, and what are the risks faced by those not fully addressing the issues?  One of the first things to be remembered is that money launderers and terrorist financers are resourceful, intelligent and above all, determined.  They can read and access the internet as much as anyone else, so they are aware of the regulations and the measures being proposed to counter their activities.  With each new measure put in place domestically or globally, the money launderers are unlikely to throw up their hands in horror, vowing to ‘go straight’ in the future.  Rather, they are more likely to take steps to adapt their operations to avoid the new pitfalls, and dream up new, ever more unconventional ways to move their dirty money.  In the meantime, the obvious way to continue operations is to target those parts of the regulated sector perceived to be weaker, rendering their activities more likely to be undetected.

The work of the legal profession often involves the managing of clients’ money, business interests and real estate.  It sometimes involves the movement of monies to and from other countries, often non-EEA countries, and it always involves the payment of fees.  The Law Society’s AML practice note of 15th December 2007 (the date the Regulations came in to force) specifically points out that the payment of fees is excluded from the provisions of the regulations (www.lawsociety.org.uk/productsandservices/practicenotes/aml/369.article).  Nevertheless, if it can be shown that the client paying the bill is guilty of Money Laundering (ML) or Terrorist Financing (TF), and that the monies used to pay the bill are the proceeds of crime or terrorist money, there are still questions to be answered under the Proceeds of Crime Act or the Terrorism Acts.  
Whilst a defence of ignorance might wash for a supplier outside of the regulated sector, if the fact that these monies were illicit could have been picked up within a regulated environment, and it transpires that the firm, being part of the regulated sector, did not have sufficiently robust AML systems, procedures and training, how will the firm emerge from that investigation?  My guess is that the authorities will consider that the firm should have known, which at best will suffer severe reputational damage.

Many lawyers deal with the conveyancing of real estate. I have never investigated a professional money launderer who did not include bricks and mortar among his or her portfolio of assets.  Every single one of them had the assistance of conveyancers, and in the majority of cases these were independent legal professionals.  No more needs to be said.

It is not just in the domestic arena that vulnerabilities exist for UK law firms.  The thing to remember is that a robust compliance regime not only protects the enterprise from sanction by the regulator/supervisor, it can also become a very useful security tool, exposing risk across the board, and protecting the firm and its staff from the unpleasant consequences of inadvertent breaches.  
Consider a not unlikely scenario – a UK firm has a wholly owned subsidiary office in, say, Indonesia.  That subsidiary conducts some business for a local enterprise.  Unfortunately the due diligence procedures are not effective enough, and the client is involved in the financing of terrorism.  The transactions are carried out in US dollars.  US intelligence investigates the terrorist organisation and finds out that firm has inadvertently assisted the organisation in the raising of terrorist finance.  
Anyone with a passing familiarity with the case of the NatWest Three will be aware that the consequences for the MLRO and partners of the firm may not be attractive.  The extra-territorial reach of the USA Patriot Act, combined with the notoriously one-sided provisions of the current US/UK extradition treaty mean that, should they so desire, the US authorities could seek the extradition of those parties to stand trial in the USA on Terrorist Finance charges, without ever making a prima facie case in the British courts.  It is a scandalous situation, but it means that should extradition be sought, it would be granted.  From what we have seen in the quoted real case, the consequences are likely to be devastating for the individuals concerned, and ruinous for the firm.  This scenario may appear to some to be far-fetched, but there are many permutations of circumstances which could conclude with a similar result.

All is not doom and gloom, however.  The over-riding ethos of the new Regulations is the Risk Based Approach (RBA).  It is accepted that not every instance of financial crime will be uncovered or even noticed by every actor in the particular process being used by the launderers.  What the Regulators and the courts will expect to see is that sufficiently robust systems and procedures are in place to prevent such offences if possible.  
In practice this means having a relevant person (MLRO) who can devote sufficient attention to the activity.  It means that each business decision must be assessed for risk, and that the subsequent business relationship, if accepted, must be managed and monitored according to the results of that risk-assessment.  It means that staff must be sufficiently well trained not only to recognize potential ML/TF situations at the outset, but also to understand what the RBA means, and how to apply it throughout the life of that business relationship.  It means that there should be a well constructed and reliable record-keeping system, and an easily retrievable archive to produce those records if and when the regulator calls, or law-enforcement arrive with a Production Order.
Provided all of these things are properly in place and adhered to, legal professionals can at last be confident that even if they are taken advantage of by launderers or terrorist, the robust nature of their AML regime will protect them from sanctions and reputational damage.  The advice of the Law Society website is sound: “We urge all firms covered by the regulations to ensure that they have appropriate systems and procedures in place so that they can adhere to these new rules”.  Those that are not prepared to even consider reviewing the systems previously in place, and to acknowledge that they will require updating and improvement, may ultimately assist the rest of the profession by removing themselves from the competition.
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